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detection of users with anomalous communication behaviors

1. Twitter data
2. email records

1. display and capture the rich contexts of a communication process through a simple
and integrated visual design to facilitate efficient visual comparison
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2. capture those patterns are important for revealing the insight of a user's behavior
temporal patterns
content patterns
activity patterns پᐿpatternጱ឴ݐ

3. a standard approach or common understanding of the underlying structures of a
typical communication process is lacking
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a novel visual analysis system for detecting, summarizing, interpreting, and
comparing anomalous user behaviors archived in various types of communication
data

an unsupervised learning model, TLOF

1. system
2. visualization

new glyph designs
activity glyph
z-glyph
relation glyph

layout
based on their similarities in a triangle grid

3. evaluation
a bot detection challenge on Twitter
case study based on an email dataset
visual patterns of the anomalous user behaviors

1. Anomaly Detection
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2. Visual Analysis of User Behaviors
3. Visual Summarization of Activities
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1. Feature Selection
2. Anomaly Detection in Contexts.
3. Ranking Threats

Semantics
4. Learn from User Feedback

1. the data collection module
2. the preprocessing module
3. the analysis module
4. the visualization module.
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Time-Adaptive Local Outliner Factor. TOLF
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feature 
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1. Behavior Features. 
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2. Content Features 
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3. Interaction Features
4. Temporal Features
5. Network Features 

ego-centric measurements
6. User Profile Features
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1. size ᖫᎱ᯿ᥝ௔
2. color ᖫᎱఘᖃ౲ᘏ୑ଉړහ
3. users are visualized as glyphs

Behavior Glyph. 
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Z-Glyph
Relation Glyph.

4. layout
meshᗑ໒ํۗԭள᭛ᕚ௔૲ੴ҅ၾᴻᜓᅩ᯿॔
triangle meshӣ᥯ᗑ໒҅preserve topologies of any surface or shape.ഔ഍ک
glyphsጱ೐ಏӤጱፘ֒ଶ

query
Filter
Highlight
Inspection
Switch Contexts
Data Index
Zoom and Pan
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